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[Abstract] There is only a same key in Domingo—¥Ferrer (DF) data aggregation scheme while encryption/decryption
therefore it can not resist the known plaintext attack capture attack etc. In order to solve these problems this paper
proposes a data aggregation scheme based on Privacy Homomorphism (PH) mechanism. The scheme adopts a double
encryption mechanism of one-time pad multiresource node uses different key while encryption/decryption so that it can
be effectively against plaintext/ciphertext attack compromising attack and man-in-middle attack. It does not decrypt while
aggregating so need not the extra decryption overhead and at the same time it ensures the confidentiality of the data and
user’ s privacy. Analysis result shows that this scheme has strong forward security and lower storage cost compared with
the SDAP and SEDA scheme.
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