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Cyberspace device identification based on K-means with
cosine distance measure
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Abstract  Since the traditional web fingerprinting methods are limited to identification of
mainstream web server softwares a kind of cyberspace device identification model based on K-means
with cosine distance measure is proposed. Firstly identification model is designed and verification
method is determined. Secondly the header fields and the status code of HTTP response are
selected as characteristics of terminal device and then the characteristics are transformed into 32—
dimensional feature vector by feature extraction and vectorization. Thirdly cosine distance function
is selected as similarity measuring function in K-means. Finally experiment algorithm process is

designed according to the identification model and the experiments for unlabeled samples and labeled
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samples are carried out. The results show that the identification model works for many kinds of

terminal devices including wireless router web camera
accuracy rate and low omission rate.
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Fig.1 Cyberspace device identification model
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Table 3 Sample number of labeled clusters Y
Y
1
TP-Link 10/69 10/87 10/103 5
Hikvision 10/91 10/111 10/113
MikroTik 10/28 10/36 10/41 5
D-Link VoIP 10/26 10/28 10/28 .
e Table 5 Sample number of posterior labeled clusters
NetGear 10/20 10/28 10/32
Y
1 2 3
4.1 SonicWALL 8 11 16
. Synology DSM 12 21 27
Y GeoVision 16 23 25
Ra( ) HGS32E 81 81 81
Y Y AirOS 290 324 366
Ra(Y) = G (5) HP 46 50 52
Cisoc 10S 160 243 292
ZyXEL 56 58 60
4 HiSilicon 77 105 122
4 (5) 6
Table 4 Identification accuracy for labeled clusters
6
Ra(Y) /%
Y 1 Table 6 Identification accuracy for posterior
TP-Link 69.57 63.22 64. 08 labeled clusters
Hikvision 100. 00 99. 10 100. 00 Ra( Y) 1%
MikroTik 100. 00 100. 00 100. 00 Y " 5 3
D-Link VolP 100. 00 100. 00 100. 00 SomicWALL 100.00 100. 00 100.00
NetGear 85. 00 89.29 20. 63 Synology DSM 100.00  100.00  100.00
GeoVision 87.50 86. 96 84. 00
HGS532E 100. 00 100. 00 100. 00
4.2 Air0S 100.00  100. 00 100. 00
Y Y HP 71.74 70. 00 69.23
Cisoc 10S 99. 38 99.59 98. 97
Y Y ZyXEL 100. 00 100. 00 100. 00
Ro( Y) HiSilicon 100.00  100.00  100.00
Y Y
Ro = 6
M Y (0 43
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Table 7 Advantages of the proposed identification model
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