
A brief overview on secure control of networked systems

Hong-Tao Sun1 · Chen Peng1 · Peng Zhou1 · Zhi-Wen Wang2

Received: 10 November 2016 / Accepted: 26 July 2017 / Published online: 8 September 2017

© Shanghai University and Springer-Verlag GmbH Germany 2017

Abstract This paper focuses on the issues of the security of

networked control systems by summarizing recent progress

in secure control of this research and application area. We

mainly discuss existing results, especially in modeling

issues, of three aspects: (1) attack mechanisms and their

impacts on control systems, (2) the identification and design

of attacks, and (3) secure estimation and control strategies. A

conclusion is drawn at the end of this paper. In addition,

several promising research tendencies of the development

for secure control in networked control system are presented.

Keywords Networked control system · Security · Attack ·

Estimation and control

1 Introduction

Networked control systems (NCSs), which include physical

processes, computational resources and communication

capability, have permeated in many areas of our daily lives

including smart transportation, electricity network, and

industrial automation systems [1, 2]. NCS, as an abstract of

cyber-physical system (CPS), is expected to have more

efficiency, reliability, and adaptability than traditional

control systems because of the seamless integration with

physical world, cyberspace and coordinate control. How-

ever, due to the increased opening of networks, NCSs have

significant potential security threats and are more vulner-

able to various attacks. Once the security of NCSs is

destroyed, there will be serious consequences in industrial

manufacturing with the loss of control functionality. With

the emergence of events such as Maroochy water breach

[3], SQL Slammer worm attack on the Davis-Besse nuclear

plant [4] and the Stuxnet computer worm [5], the security

of control systems in the network environment appears on

the public horizon. Today, the secure control of the cou-

pling between a vulnerable cyberspace and a complex

physical system imposes fundamentally new challenges for

NCSs [6].

The security of NCSs is different from traditional IT

security [7, 8]. The security of a system is not a new topic in

traditional IT, but a fewworks involve the security of control

systems. Traditional network security pays more attention to

the confidentiality, integrity, and availability (CIA) of data

[9]. Defending against attacks is the primary mission for

traditional IT security. A few examples include the data

encryption technique, firewall technique and intrusion

detection technique. However, the natural differences from a

traditional control system that lie in the communication

among sensors, controllers, and actuators can affect the

manufacturing or industrial dynamics. To some extent,

certain kinds of IT security measures do not apply to control

systems. For instance, encryption methods may introduce an

additional time-delay while it can effectively protect data

authenticity. Hence, the traditional security measures are

only partial solutions for the security of NCSs because these

measures are invalid when attacks are a fait accompli. In

view of a control system, the CIA of data is often satisfied
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naturally during the design of the classical control system

while the security of data in NCSs is rarely considered [10].

Therefore, the separation of control and network is not

helpful for the performance improvement of NCSs, espe-

cially in the condition that NCSs are vulnerable to remote

access over a communication network.

The security of NCSs is also different from traditional

fault tolerance [11]. There are substantial differences

between secure control and fault tolerant control in terms of

either concept or technique. On one hand, the purpose of

fault tolerance control theory is to handle the uncertainties

and disturbances as well as the fault diagnosis and mitiga-

tion. When faults in physical components (e.g., sensors and

actuators) are detected, the fault tolerant technique can be

used to sustain the system operations. That is to say, the

“faults” in fault tolerant controlmainly refer to the failures of

system components rather than network attacks. Although

the network attacks can also affect the dynamics of physical

systems and cause degradation of the performance of NCSs

just like “faults” in a control system, the concept of an “at-

tack” in the security of NCSs mainly refers to the failure or

false injection of data in the process of signal transmission

[12]. On the other hand, “faults” in fault tolerant control are

often considered as the “normal” events which can affect the

behaviors of physical systems, and these events are deemed

to be aimless. Otherwise, an “attack” on the security of NCSs

is mainly manifested on its stronger purpose of implement-

ing an attack over certain significant nodes in a coordinated

fashion [13]. As an example, the actual sensor or control data

can be replaced by a false data injection attack and can be

prevented by a denial of service (DoS) attack, so the cor-

rectness and real-time of physical data, which is the premise

of control implementation, are no longer tenable under the

circumstance of a network attack. Thus, the security of NCSs

is of importance in monitoring, detection, and control.

The current research on IT security is necessary for

securing control systems but not sufficient [14, 15]. In

order to distinguish from traditional IT security and fault

tolerant control, in this paper we attempt to review recent

works on the security of NCSs from the perspective of a

control framework. The remainder of this paper is orga-

nized as follows. Section 2 analyzes attack mechanisms

and their impacts on a control system. Section 3 summa-

rizes detection methods with attack design. Section 4

presents some recent works on secure control strategies.

Section 5 concludes this paper with beneficial discussions.

2 Attacks and their effects on NCSs

In this section, a few common categories of attacks, and

their effects on control systems are presented with the

example of linear dynamics [16]. To achieve greater

generality, the following discrete-time state-space model is

shown as

xðk þ 1Þ ¼ AxðkÞ þ BûðkÞ þ wðkÞ;
yðkÞ ¼ CxðkÞ þ vðkÞ;

�
ð1Þ

where xðkÞ 2 Rn, uðkÞ 2 Rp and yðkÞ 2 Rm are the

system state, control input and output, respectively. A,
B, and C are constant matrices with appropriate

dimensions. wðkÞ 2 Rq and vðkÞ 2 Rl are independent

Gaussian noise sequences with wðkÞ�Nð0;QÞ and

vðkÞ�Nð0;RÞ.
In the controller side, sensor input is denoted as ŷðkÞ and

output as uðkÞ; whereas, in the plant side, the actual output

of a sensor is yðkÞ and the actual input of an actuator is

ûðkÞ. Under perfect conditions, the following equations are

satisfied

uðkÞ ¼ ûðkÞ; ð2Þ
yðkÞ ¼ ŷðkÞ: ð3Þ
However, various attacks may lead to the case in which

Eq. (2) or (3) does not hold indicating whether the system

is normal or not. Generally, these cases can be mainly

divided into three categories: physical attacks, false data

injection attacks and DoS attacks. Any one of them can

cause Eq. (2) or (3) to be no longer true. Although the

response of the system under these attacks is described in

Refs. [11, 14, 16].

The first scenario is physical attacks. These attacks often

invalidate physical components, just like the faults of a

control system. However, network security can hardly

defend against these types of attacks because these attacks

can implement their destruction locally (e.g., for a local

temperature sensor, an attacker can cause deliberate heat-

ing or cooling to change its measures). The partial

solutions of these problems can be learned from fault tol-

erant control theory. The general form of system dynamics

under physical attacks is given by

xðk þ 1Þ ¼ AxðkÞ þ BûðkÞ þ wðkÞ þ FbðkÞ;
yðkÞ ¼ CxðkÞ þ vðkÞ;

�
ð4Þ

where F is the fault matrix and bðkÞ is unknown or is the

signal for an attack.

From this system structure, we can learn the effects of

the attack on the NCSs by analyzing bðkÞ [17, 18]. In

another case, the attacks may tailor their attack strategies

carefully without being detected. The object of these

attacks is to disrupt the infrastructure of NCSs such as the

physical systems [19], sensors [20], and actuators [21]. To

some extent, these attacks can be included in the following

scenarios although they aim to attack the components of

systems.
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The following scenario is false data injection attack.

These kinds of attacks tamper the actual values of sensor

measures through network intrusion and tricking of the

controller such that it changes the operation state. In the

course of the attack implementation, attackers can tamper

or replace the control packets or output packets by the

following form

ûðkÞ ¼ uðkÞ þ Cuauk ;
ŷðkÞ ¼ yðkÞ þ Cyayk ;

�
ð5Þ

where auk and ayk are the attack sequences for input of

controllers and output of sensors, respectively. Cu and Cy

are corresponding attack matrices for auk and ayk .

For false data injection attacks, concealment is the major

characteristic. The influence on NCSs caused by false data

injection mainly includes three aspects: data integrity,

causing the controller to make wrong decisions by false

data and consuming more network resources [22, 23].

The last scenario, which is also the commonest type of

attack, is DoS attack. A DoS attack usually prevents

information exchange with a large volume of invalid data

designed to deliberately consume the network resources.

DoS has the direct manifestation that the controller cannot

receive the sensor data yðkÞ or that the actuator cannot

receive the control data uðkÞ. It is mainly embodied as

time-delay and the dropout of packets. Similar to false data

injection in Eq. (5), the mathematical model can be given

as

auk ¼ �SukC
uuðkÞ;

ayk ¼ �SukC
yyðkÞ;

�
ð6Þ

where Suk and Syk are diagonal matrices that take values

from 0; 1gf . S
uðyÞ
k ¼ 1 represents an attack, and S

uðyÞ
k ¼ 0

represents no attack.

In general, the data loss due to the DoS attacks may

cause the degradation of control performance and even the

instability of a control system. However, some proposed

methods can be used to solve these new problems. For

example, Schenato [24] replaced the absent data with the

last received data to deal with the loss of packets in their

controller design.

Beyond that, there are many other forms of attacks such

as replay attack, zero dynamics attack, and bias injection

attack. These can be reflected in a priori knowledge, dis-

closure resources, and disruption resources of an attacker.

The details are shown in Refs. [11, 16].

3 Identification and design of attacks

The goal of an attacker is often characterized by compro-

mising a measurement or controlling data while an

effective attack strategy should be designed carefully. In

other words, these cunning attacks can damage a healthy

system without being detected. Because of the disturbances

and errors in a control system, the attack strategies should

hide themselves in this normal margin of error and not

trigger a false alarm. Rather, a valid detection strategy

would devote itself to distinguish this attack behavior from

normal disturbances and errors intelligently.

The physical model-based attack detection method,

complementary to intrusion detection methods, needs to

detect attacks in real time. Mo et al. [25] considered the

scenario of false data injection attacks carried over a sensor

network for the discrete-time LTI Gaussian system. The

critical goal of the design of the attack was to hijack the

measurement of a subset of sensors without being detected

by the v2 failure detector. Commonly, the v2 failure

detector computes the following condition

gk ¼ zTkP
�1zk ; ð7Þ

where P is the covariance matrix of the residue zk . When

gk [ d (d[ 0 is a given threshold), the detector would

trigger an alarm. Therefore, gk should be ingeniously

designed. Similar to Ref. [24], Kwon et al. [26] also dis-

cussed the condition in which the deception attacks fail the

estimators while successfully by passing the monitoring

system with compound scalar testing [27]. Based on

Eq. (7), the following condition is used for the v2 detector

H0; if gk 6 d;
H1; if gk [ d:

�
ð8Þ

An adversary who wants to be undetectable should avoid a

large increase in the power of residuals. These detection

methods can be used in a smart-grid [23, 28].

Besides, with the aim of fully utilizing the acquired data

in a flexible way, a sequential detection theory [29] is

considered in Ref. [14]. The goal of sequential detection is

to minimize the number of observations that are required to

decide with a given probability of a false alarm and a given

probability of detection. Suppose the observation zk on the

condition of Hj is generated with a probability distribution

pj. The sequential probability ratio test (SPRT) algorithm

in Ref. [30] is described by

Sðk þ 1Þ ¼ lg
p1ðzkÞ
p0ðzkÞ þ SðkÞ;

N ¼ inf
n

n : SðnÞ 62 ½L;U �f g;

8><>: ð9Þ

where L � ln b
1�a, U � ln 1�b

a , a is the desired probability of

a false alarm and b is the desired probability of a missed

detection, starting with Sð0Þ ¼ 0. The decision rule dN can

be defined as

dN ¼ H0; if SðNÞ > U ;
H1; if SðNÞ 6 L:

�
ð10Þ
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Pang et al. [31] investigated the problems with false data

injection attacks for output tracking a control system. The

output tracking error is regarded as an additional state. The

incremental state observer is based on the Kalman filter,

and the controller is LQG-based. However, the aim of false

data injection attacks should hide itself in the following

Euclidean-based detector

jjzðy; ŷÞjj ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ðy1 � ŷ1Þ2 þ ðy2 � ŷ2Þ2 þ � � � þ ðyn � ŷnÞ2

q
:

ð11Þ
In addition, another method is called cosine similarity

detection that measures their similarity with the cosine of

the angle [32]. The detection model is given as

simðX;YÞ ¼ cos h ¼
PN

i¼1 ðxi � yiÞffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiPN
i¼1 x

2
i �
PN

i¼1 y
2
i

q : ð12Þ

Still, Pasqualetti et al. [33] developed the mathematical

framework for attacks and monitoring the distributed sys-

tem. Consider the following LTI descriptor system

E _xðtÞ ¼ AxðtÞ þ BuðtÞ;
yðtÞ ¼ CxðtÞ þ DuðtÞ;

�
ð13Þ

where E is possibly singular. A monitor is a mapping

U : K ! W; ð14Þ
where K ¼ fE; A; C; 8t[ 0g; W ¼ w1;w2f g with w1 2
True; Falsef g and w2 � 1; 2; � � � ; nþ pf g. Suppose the

attacked signal uc is the subset of the attack c, then the

attack ðBcuc;DcucÞ is detected by U if w1 ¼ True, and the

attack ðBcuc;DcucÞ is identified by U if w2 ¼ c. The lim-

itation of the monitor is also discussed in view of a system-

theoretic and a graph-theoretic.

In view of adversaries, the goal is to maximize their

attack effects with the intent of shaping the policies of the

attack. Zhang et al. [34], as a representative to the work on

DoS attack design, considered the following LTI dynamics

xðk þ 1Þ ¼ AxðkÞ þ BuðkÞ þ wðkÞ: ð15Þ
They defined a finite time sequence Ik ¼

h1x1; h2x2; � � � ; hkxk ; u1; u2; � � � ; ukf g that indicates whe-

ther the packet xðkÞ can be received or not. Then they

designed the attack section hðcm; tÞ as

hðcm; tÞ ¼ 1; 1� a;
0; a;

�
ð16Þ

where hðcm; tÞ ¼ 0 represents that the probability of data

can be received by a controller with a but not vice versa.

They formulated an optimal attack schedule to maxi-

mize the LQG control cost function with energy constraints

as follows

max
c2H

E½JðcÞ�

s:t:
XT
t¼1

cm;t 6 n;
ð17Þ

where 8m 2 N and t 2 1; 2; � � � ; Tf g is the attack schedule

space; E �½ � is a symbol of expectation.

In the side of a sensor, Zhang et al. [35] also considered

the scenario that an energy-constrained attacker may jam

the wireless channel at each sampling time between the

sensor and remote estimator. An optimal attack schedule is

constructed to maximize the average excepted estimation

of the error covariance matrix

max
c2 0;1f g

Tr
1

T

XT
k¼1

E½PkðckÞ�
" #

s:t: ck k 0 ¼ n;

ð18Þ

where PkðckÞ is the covariance matrix under attacks and n
represents the energy-constraint. Their related works can

be also shown in Refs. [36, 37].

Gupta et al. [38] considered a dynamic zero-sum game

problem between the discrete-time LTI plant and a jammer

from the controller to the actuator. In finite steps, the state

under adversarial jamming evolves

xðk þ 1Þ ¼ AxðkÞ þ ak ûðkÞ þ wðkÞ; ð19Þ
where k ¼ 1; 2; � � � ;N � 1 and ak 2 0; 1f g. The following

equation

J ¼ E
XN�1

k¼0

ðxðkÞ2 þ aku
2ðkÞ þ x2ðNÞ

" #
; ð20Þ

is the cost function which needs the controller to minimize

and the jammer to maximize. They introduced

I0, x0f g;
Ik, x 0;k½ �; a 0;k�1½ �

� �
;

(
ð21Þ

as the information available to both the controller and

jammer at time k. By mapping their action to ckf g and

uðkÞf g, they let uðkÞ ¼ ckðIkÞ and ak ¼ ukðIkÞ which is a

standard zero-sum problem. Then, a saddle point equilib-

rium control and jamming strategy are determined. Similar

to the zero-sum game, Zhu and Martinez [39] investigated

the Stackelberg game problem on the correlation of attacks

to a feedback loop.

After all, the attack should design itself carefully based

on a given detector to hide itself and harm the system to the

hilt. On the contrary, a detector will commit itself to

monitor most anomalies for securing the system. Hence,

the design of detection methods and attack strategies are

relative and inseparable from each other.
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4 Secure estimation and control

Many works focus on data security, but only few involve

the security of estimation and control [40]. In terms of a

control system, the security of NCSs boils down to the

actuation security of the control side and feedback security

of the sensor side. The design of estimation algorithms

against faults or failures is not a new problem, but they

might not be applicable under attacks. In the following,

several secure estimation and control strategies are pre-

sented from a different perspective.

Fawzi et al. [21] considered the system dynamics in the

following form

xðt þ 1Þ ¼ AxðtÞ;
yðtÞ ¼ CxðtÞ þ cðtÞ:

�
ð22Þ

They wanted to reconstruct the initial state xð0Þwith the

first M measurements by yðtÞ ¼ CATxð0Þ þ cðtÞ. Thus,q
measurements are estimated with M steps by the decoder

D : ðRpÞM ! Rn. If for any xð0Þ 2 Rn with Rj j 6 q and

any sequence cð0Þ; cð1Þ; � � � ; cðM � 1Þ such that

SupfcðtÞ 	 Rg, then Dðcð0Þ; cð1Þ; � � � ; cðM � 1ÞÞ ¼ xð0Þ,
where R is a set of attacked sensors. The results show that

the maximized number of attacks, if less than half, can be

detected and corrected from the function of the pair (A, C).
More practically, Lee et al. [41] designed an individual

Luenberger observer for each sensor to estimate the state

correctly by sensing redundancy under sensor attacks. In

addition, measurement noise and disturbance are consid-

ered in their studies.

Shoukry and Tabuada [42] described the problems of

state reconstruction from sensor measurements with spare

attacks. The dynamics and attack model are given by

xðt þ 1Þ ¼ AxðtÞ þ BuðtÞ;
yðtÞ ¼ CxðtÞ þ aðtÞ;

�
ð23Þ

where y(t) is the observed measurement and a(t) is an S-

spare vector for the model of attacks. By constructing a

delayed version for state xðt � sþ 1Þ, an attack vector

aðt � sþ 1Þ; aðt � sþ 2Þ; � � � ; aðtÞ and measurements

yðt � sþ 1Þ; yðt � sþ 2Þ; � � � ; yðtÞ, a novel state observer

model with S-sparse attack is proposed by

YðtÞ ¼ Oxðt � sþ 1Þ þ EðtÞ; ð24Þ
where E(t) is a vector that is reshaped from the attack

matrix ~EðtÞ, O the observation matrix with the appropriate

transformation in the data delay structure. Then, the event-

triggered technique is used to improve the computational

efficiency of the proposed algorithms.

Foroush and Martı́nez [43] investigated the problem of

periodic DoS attacks for a single-input controllable linear

system. For continuous-time closed-loop dynamics, they

proposed

_xðtÞ ¼ AxðtÞ þ BuðtÞ; ð25Þ

uðtÞ ¼ KxðtkÞ; 8t; t 2 tk ; tkþ1½ �; ð26Þ
where xðtÞ 2 Rn and uðtÞ 2 Rp are the state vector and

control input, respectively. They considered a jammer with

energy-constraints and periodic features as follows

ûðtÞ ¼ KxðtkÞ; ðn� 1ÞT 6 t 6 ðn� 1ÞT þ Toff ;
0; ðn� 1ÞT þ Toff 6 t 6 nT ;

�
ð27Þ

where buðtÞ depicts the attack action with period T so that

communication is possible during 0; Toff½ � and not possible

during Ton; T½ �. Based on the Lyapunov stability condition,

they designed the following trigger law

eðtkÞk k2¼ a
Qk k � 1

PBKk k2 xðtkÞj j2; k[ 1; ð28Þ

where a 2 0; 1½ �: P is the positive definite matrix in Lya-

punov function, B the control matrix, K the designed

control matrix. The stability under this specific trigger

strategy is proven by Jordan decomposition and the proper

pole placing method with dimensions of 4 or less.

More generally, Persis and Tesi [44] characterized the

input stability of a closed-loop system under a certain

frequency and duration of a DoS attack rather than the

periodic case. The differences between Ref. [43] and Ref.

[44] lie in: (i) only the control signal can be comprised in

Ref. [43] while Ref. [44] assumes that the data can be

neither sent nor received for the sensor and control signal,

(ii) the frequency and duration of attacks are more flexible

in Ref. [44] with

Hn, hnf g [ hn; hn þ snf g ð29Þ
representing the nth attack interval with length sn, where
hnf g is a pulse at time hn. The following communication

forms are allowed

Nðs; tÞ, [
n2N0

Hn \ s; t½ �; denied;

Hðs; tÞ, s; t½ �nNðs; tÞ; allowed;

(
ð30Þ

and the input-to-state stabilizing in Ref. [44] provides a

broader sense of stability analysis. Namely, for the control

signal ûðtÞ ¼ KxðtkðtÞÞ under the above assumptions, the

Eq. (14) is globally asymptotically stable when w 
 0 and

xðtÞk k 6 að xð0Þk k; tÞ þ bð wtk k1Þ: ð31Þ
Moreover, resilient control logic that contains periodic

and event-based sampling logic are discussed with a trade-
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off in the control performance and communication

resources.

Amin et al. [45] considered a model for a class of DoS

attacks. If control or measurement packets are jammed or

compromised by a malicious adversary with safety and

power constraints

buðkÞ ¼ mkuðkÞ;bxðkÞ ¼ ckxðkÞ;
�

ð32Þ

where vk and ck are the attack sequence according to u
(k) and x(k) with a Bernoulli distribution. The goal is to

construct a causal feedback controller that can minimize

the following objective function during a finite horizon

JN ¼ E xTNQ1xN þ
XN�1

k¼0

xðkÞ
uðkÞ

� �
IN 0

0 vkIm

� �
Q2

xðkÞ
uðkÞ

� �" #
;

ð33Þ
where Q1 [ 0 and Q2 > 0 with appropriate dimensions.

Subsequently, more details about the attack model and

controller parameterizations problem are further discussed.

Feng et al. [46] focused on a distributed coordinated

secure control problem for a class of linear multi-agent

systems with Lyapunov stochastic stability theory. Con-

sider the following stochastic linear multi-agent system

with a group of n agents

dxiðtÞ ¼ Axi þ BuiðtÞð Þdt þ f ðxiðtÞ; tÞdwðtÞ; ð34Þ
where xiðtÞ and uiðtÞ are the state and control input for the

ith agent, and wðtÞ is a one-dimensional Brownian motion

satisfying EðdwðtÞÞ ¼ 0 and Eðdw2ðtÞÞ ¼ dt. The mean-

square stability protocol of a multi-agent system under two

types of attacks (connectivity-maintained attacks and

connectivity-broken attacks) are studied and subjected to

the following control objective

E xiðtÞ � x0ðtÞk k2
h i

6 ae�kðt�t0ÞE xiðt0Þ � x0ðt0Þk k2
h i

;

ð35Þ
where the scalars a[ 0 and k[ 0 for 8t > t0.

Yuan et al. [47] interpreted the “Resilience” as the

ability to be robust with external disturbances and when

defending against DoS attacks. The delta operator is used

to discretize the continuous-time system, and then,

switching system theory is employed to achieve resilient

control. However, the switching signal hn implies the

uncertainty and DoS attacks are modeled as a Markov

process, and it lies in the following forms

byðkÞ ¼ ð1� c1; hnÞyðkÞ þ c1; hnyðk � 1Þ;buðkÞ ¼ ð1� c2; hnÞuðkÞ þ c2; hnuðk � 1Þ;
�

ð36Þ

where c1; hn and c2; hn are both stochastic variables

according to the Bernouli distribution and depend on IDS

and DoS attacker, respectively.

Befekadu et al. [48] considered that the attacker is modu-

lated by a hidden Markov process, which can jam the control

packets stochastically. The following attack model is

considered

xðk þ 1Þ ¼ AxðkÞ þ cðZkþ1ÞBuðkÞ þ wðk þ 1Þ;
yðk þ 1Þ ¼ CxðkÞ þ vðk þ 1Þ:

(
ð37Þ

They then studied the risk-sensitive control problem fol-

lowing an exponential running cost with the quadratic function

JðuÞ ¼ 1

h
E exp

h
2

XN�1

k¼0

ðxTðkÞQxðkÞÞþcðZkþ1ÞuTðkÞRuðkÞ
  "

þ xTðNÞPxðNÞ��#;
ð38Þ

where h[ 0 is a risk-sensitive parameter and Zkþ1 is

related to the internal state of attacker. They solved the

above optimal control problem of finite-dimensional

dynamics through a chain of measurement transformation

techniques.

In addition, Pang and Liu [49] considered both the

defending and secure control problems in NCSs. Encryp-

tion algorithms such as DES and MD5 are used to secure

the data transmission on both the control and plant side.

Then the recursive networked predictive control (RNPC)

method is used to guarantee the control performance under

deception attacks.

An adversary is always trying to drive the state to the

unsafe region while bypassing a detector. Corresponding to

the goal of adversaries, the intent of a secure controller is to

minimize the effect of the adversary with safety con-

straints. Hence, a secure control would make an effort to

restore system operation from various attacks.

5 Conclusions

NCSs have been implemented successfully for more than

20 years. However, the security of NCSs, as a fresh

research area, derives some rigorous studies of the com-

prehensive effects, such as detection, identifiability, and

remedy schemes for attacks [50]. By reviewing some

recent works on these interesting aspects, we attempt to

discuss some meaningful issues that have promising

directions in this area.

(i) Unified modeling under attacks and uncertainties.

The introduction of a network adds more
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complexity including security and uncertainties

for NCSs [51]. Currently, network attacks and

external disturbances are considered separately

during the controller design, which is impracti-

cal. Therefore, the external uncertainties and

internal security should be considered at the

same time to improve the overall performance of

NCSs.

(ii) Resilient control under attacks. NCSs suffer from

the intersection between physical systems and

cyberspace and the intersection between external

disturbance and adversary attacks. Robust control

methods may be effective for external disturbance

but inadequate against network attacks. The existing

works consider the network attacks that are mostly

addressed to a specific attack type but hardly for

different attack types. Resilient control, as a next-

generation research design that pays more attention

to both the external disturbance and vulnerability of

a network, may provide a solution to many uncer-

tainties containing various attack types [52, 53].

(iii) Risk assessment. Risk assessment has been stud-

ied in-depth for the security of traditional IT.

However, more uncertainties and risks should be

considered in NCSs. In terms of the “resilience”

for operation, we often allowed a faster response

or degradation operation to minimize the impacts

of those uncertainties and risks. A question is how

does one evaluate these impacts on a system. The

quantitative risk management approach may be a

guide to the safe and stable operation of NCSs

[10].

In this paper, we characterize some security problems of

NCSs partially from system-theoretic and control-theoretic

aspects. Sensing security, network security and control

security are discussed. However, as a challenging topic for

the security of NCSs, there are still more efforts to be made

in different areas.
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