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Abstract: Aiming at the problems of small key space, poor security, low encryption efficiency, and the inability to real-
ize the trade-off between key complexity and encryption efficiency of existing speech chaotic encryption algorithms, a
dual speech encryption algorithm based on improved Henon mapping and hyperchaotic was proposed. Firstly, the tradi-
tional Henon mapping was improved by extending the control parameter range and taking the nonlinear trigonometric
function as the input parameter variable, which made the Henon mapping have larger chaotic space and higher chaotic
complexity. Secondly, the improved Henon mapping was used to generate pseudorandom sequence, and the speech data
was encrypted single time without repeated scrambling to obtain the first time encryption results of the speech data. Fi-
nally, Lorenz hyperchaotic system was adopted to encrypt the speech data after the first time encryption by Arnold sec-
ondary scrambling encryption and XOR diffusion encryption to obtaining the final ciphertext speech data. The experi-
mental results show that, compared with the existing methods, the proposed algorithm have larger key space, higher en-
cryption efficiency, and stronger robustness against various cryptographic attacks.
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x4 ETHREXESN

[EREE St JRAH TR &IV B i

BRI

JE AV A IR A o T SR &IEMF RS RGO AR % &
1 0.004 696 1.000 0 0.000 206 1.000 0
T 2 —0.004 204 1.000 0 —0.002 372 1.000 0
3 0.001 067 1.000 0 0.003 819 1.000 0
T 4 0.003 373 1.000 0 —0.002 120 1.000 0
S —0.009 487 1.000 0 —0.000 388 1.000 0
6 —0.000 970 1.000 0 —0.003 338 1.000 0
T EIME 0.005 566 1.000 0 0.002 041 1.000 0

RN 5 v 5 AR T U 0 1 5 TR A O 2R B0
L, N PEREE R
4.1.6 13 &HoHT

15 VIR 20 AT 32 L FH T I s B b R R
2, A DR B S IR R U L,
I - O A SR R, AR I AR
My, Hoe Xt (200 FioR, Wi i
Bl s BB R 16, WIFRIIZE S I R4
INE LRI AR

VBB BT U0 RO ER T 5 0 (A5 B8 bt
GiRNAEK 5.

S
H=->" PIbP (20)
K=0

Horb, PREIAMURTE S B, S ARRHFE A
¢

®5 EHMERESH

WHERE RIRIET/B

VIOMEE B XUE N /dB

N 11.604 1 11.604 1 15.266 9
2 11.750 0 11.750 0 15.418 6
3 122190 12.2190 155790
B4 10.874 5 10.874 5 15.657 8
5 11.092 6 11.092 6 15.418 6
6 11.913 4 11.913 4 15.427 4
P 11.5756 11.5756 15.461 4

M5 FTUAE Y, WS IO A5 S AL

BT BA SR, BEIZ NS 7 AR R Bt
AR R 2 A PR R s OB N S0k 1R I 2 v
AR BRI 16, UiWDOUE TS Inws Sk
ARz, &P BGT
417 HBFRE A

FEAAZ L (number of samples change rate,
NSCR) oL Rk 5 W SC Ui vF A HR b, &
TN T B A TR B AN A S5 1R s T
AN R . R NSCR IS 100%, 1)
AN SEYERE R &, REREHRES 5 Fh AN [R] 1) W]
L.

TR AN ROBCE 5 I ) NSCR E L
* 6.

*6 IEFRAXHES

A WV 1) NSCR XUH I 1) NSCR
B 0.999 35 0.999 96
2 0.999 25 0.999 99
3 0.999 68 1.0
Y 4 0.998 47 0.999 98
WE S 0.998 79 0.999 98
6 0.999 35 0.999 99
M 0.999 15 0.999 98

MR 6 TIAN, ASCHR B R LA B
NSCR BB 100%, #0035 )5 i85 5
FEA S5 IR UG TE S 8RS, 1T DA RO iR 2=
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T EAR R
4.1.8 I/fEERLESHT

T I ZR G B 2% AN 5 (RN 4 R0 2
FHEHIZI0), DA LR IR 5 e AP,
AT 200 T W5 S 0/ s ), JEANReIE Tt
SR TE SN o TR R
B0 AN [ T 5 P 1 /A 5 I ) L 7

HI26 7 TI A0, A SON 60 457 K B v 3 St
HEAT AR, S50 45 T3 WE 5 41 D 2 S5 n
FERD TR DT IS ) R 2078 0.07 55 B T 11
MR R E S DT AR IR A0 0,11 s. AREIE

I, I I a) S 2 PRGOS
FHAEE T R0 1 3 2 2 I i) A 20> [ 3 2 A
K& WIS EVEA R —, ISR, B85
HNERE, (APFINE FRES SR R s
AV ISR, HVSEN T ELR A IR, AT
e H RO VB 25 2 B LA R i T e A MR A
N EEReR, S IE TR S B 1 e AN
42 SMEMEEEMERENTLL

AR SC I BT SR S LA S
MR [12, 29-33 1 I ST S0 45 R LA, %
AN B AT T AR VRN, % L s
B H & IR ISP B . A SCRE S HAA
SR PERE NS L 25 5 LK 8.

RT BESERSH

TR I 1 8 /s eI U N R/ XOUTE figE 5 I 161 /s
W1 (2s) 0.1390 0.136 8 0.2243 02132
W2 (4s) 0.277 6 0.278 3 0.438 2 0.434 3
W3 (5s) 03777 0.368 9 0.551 8 0.5512
4 (8s) 0.556 2 0.553 1 0.8870 0.894 2
EFS (99) 0.626 0 0.623 3 0.9872 0.978 6
W6 (10s) 0.700 3 0.692 1 1.108 5 1.060 6
IR RO 0.070 4 0.069 8 0.110 4 0.108 7

*8 SUEMBEHEZMMEREMLER

GRAEELD AR SCHR[12]50E  SCBR[29160:  SCBR[3014HL: SCHR[31IE:  SCHR[32150E  SCHR[33150E

AR ) 23 2% — — 214 — 212

SNR/dB —44.849 5 -133.857 1 — —29.960 0 -13.1159 -13.1159 -5.5300
PSNR/dB 0.1173 — — — 1.8337 — —

Req N3 0.002 0 0.009 4 0.038 6 0.400 0 0.001 4 0.003 5 0.002 7
Repy (il 15 5 1.000 0 0.980 7 0.995 8 0.990 0 — 0.8659 —
PESQ hn# i+ 0.7329 — 0.9830 0.980 0 — — —
PESQ %1+ 4.500 0 — — 42300 — — —
NSCR 99.998 3% 99.998 9% 99.939 1% 99.930 0% 99.998 4% 99.847 4% —
&N 0.110 4 — — — — 0.281 0 —
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