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Malicious Domain Names Detection by Improved Relief-C5.0
MA Donglin, ZHANG Shuhuan, ZHAO Hong

School of Computer and Communication, Lanzhou University of Technology, Lanzhou 730050, China

Abstract: Aiming at the problems of the high computational complexity, low real-time performance, and low ac-
curacy of classification models in the current malicious domain name detection algorithms, a malicious domain
name detection algorithm by Rf-C5(Relief-C5.0) is proposed. Firstly, the global URL features of the domain names
to be tested are extracted. Then, the improved Relief algorithm was used to calculate the weight of the extracted
features, and the features are prioritized according to the weight values. Finally, the key features of the top 20
weighted values are selected as the input of C5.0 classifier to classify legitimate domain names and malicious do-
main names. Experimental results show that under the large sample data set, compared with the current mainstream
malicious domain name detection algorithms, the detection accuracy of Rf-C5 model increases by 1.58%-4.91% on
the basis of increasing the average detection rate.

Key words: malicious domain name; URL features; improved Relief algorithm; C5.0 classifier
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Fig.1 Algorithm flow

1.1 BIEREMTALE

TF Alexa. Malware Domain List 5514 Pl F i
LML 5 TR, WiEakEs 5EE
WA BARSE . BEAh, SRR AT 7 Kbk Xof A I o A >3 A
SCHPPERIZ A, B http . www ST ERIET T AR .
1.2 RREE4FE

AR SCRRAE 4 BCTE SCHR[13]-[18] 55 1Y A5 LAl I
FwW TR BARS REAFRHIE . S EE . Ui
[FJAFAE . TTL(Time To Live)F§fE . SEATRAEF 1P Mk
EFRHEAA RS, Wk 1 PR,

£z1 ERFERHS%HS

Table 1  Description and numbering of global features

RIS BT %5
PRk AT IF AT Q1
FREBERLE Q2
FHEAE Q3
BFA K Q4
FRESH Q5
TCE SRR ] Q6
S IRAFANEL Q7
FAFRFAE M — R 08
ME— 24 L 4] Q9
SRR K Q10
iR C N SEINEN Q11
A3 A N AN BUR KA Q12
B 5 LA B R (E Q13

TR RES AR T FAF R LU Q14
RERATEFRHRELLS Q15

WK EE Q16

TR E Q17

o FIA A Q18

A KR BA 45 Level 241 Q19
T4 BEHLTE Q20

ST AL A A Q21

SEHAE H i Q22

NN - ¥4 H iRk EL Q23
RIEE T4 H AL Q24
V- ¥4 H AL Q25

TTL ERT AT Q26

TTL EHAL IR AL Q27

W TTL {2 Q28
TTL&E AT X R TTL P4 Q29
NS e ST A TTL SF3{E Q30

ANE) TTL (B A4 Q31

N B FRIRAL Q32

— 5 I 171 PR S5 44 A AT 1) R R Q33

St BT RFAIE o 2R SO REAN R 1P Hiu kA% Q34
REEIRSC 1P R B9 AS [F] R A% Q35

AR ST N BB RR AL Q36

IP btk B R/ Q37

\P b ST LR — IP Mokt B384 5 KN Q38

TR A I 1P HuHESE Y R/ Q39
IP bhE 4 i - R Q40

AT 16 MFEAEE(QL-Q15). i T DNS i+
BB N P B AT S B FicIC A FR . AR
PEANBELEE . PR BB NS 5B BT N B
Kl A TR BEALMSE 13 A R, st
(O

HCd) == 1g(P (X)) xP(X,) (1)
Horb, d ATRIIEA ;xR d PR AT
P(X,) HIZTFAFH AR

AT 6 MR EHE(Q16-Q21) , — R IE H 4 11
KB RPN . FIA NECEERRECN RN, T4
WK W, Fehn.en Fl.com %5, TN 4 R AIE
HLABE R

AT 4 AW (Q22-Q25) . 1 i 4 M 44 7
e 81 A ), AT DR B AT O AR, %
B H A — WG T, Seitss7E— H Z NIk
AL . BRI — A SRR RREER, Ak
A G ARTENE EN

AT 64 TTL H-iF(Q26-Q31)., TTL {H#HkK
s B D IVATRE S {0R NSyt a1 B = N S R
AR TTL A8fk, HASPE MBS AR TTL {5
AR T A EC TR, I N A HO R A



4 Computer Engineering and Applications #HE¥H. T2 5 M F

AT 5 AL (Q32-Q36) o T it & FIr il T Y
IP M hk B AL LA e , 200 A AT A ) R 5K
ANFEHLX A EAL L, 1P Mt 27 2 AN [R] 9 3k 44 1]
pa S 3 S E R
BAT A 1P A ARRHIE(Q37-Q40) . —fEK

AW 1P MRS, R R 1P
A SRR, A 1P HuhikAY 16bit 2R AR R
/N P AR B B, n=X(2) s

IP _entorpy = -3 p(x)=log, p(x) 2
L, p(x) = count(x) /|1], 1 FIR 1P HIHEEE, p(x)
7 IP HiuhEfY 16bit BT x 76 1 T A B R
IP b1k 853 HC
1.3  $HEEEER

AL S50 T KER URL MRIRRAE, {HSE
BRIZISRHE o HA — 02 X o A O RAE 2R
A REDI 2R, ATRES LA N R

(DFFIEA i 2 S EURHE I 4L S . A S
IR G

QPRS2 T BRI 2l B SR NE, R
ialll Mg e

PRI, AR SR B R A Relief ke Xt 42 Ry B Ak
HEATACEHEY , ARYEHE P45 SR B i 28R 1E,
BRITARFRAEXT ARG IS5 R e . A1, 3E8E 32 ke
TEEFE L Filter AHOCREE A Wrapper 33 VR IETH
BRiLUEAT X L SCE, BAIE Relief Bk A 30

1.3.1 Filter HXREE

Filter 4% FURFIE S HRZ B A SCHEET T 43, FEARTE
S BN B T 5 I RRIE o AR S Bl g2
S BETY sk-learn #id, fifi JT] feature_selection JE 1
SelectkKBest Zs4 4 Filter FHOCR B, RGUTT BT

VA

SelectKBest(lambda X, Y: array(map(lambda
x:pearsonr(x, Y), X.T)).T, k=20). fit_transform(iris.data,
iris.target)

AR Ay 40 HERFIEAE PR AR ME, F it o
A5 TRFIEA B M C R (P ) R9%CEH . 10
PR HYF-14 P AR IERHEZ AR, th T 20 £
PUSRFRFIE P AR, XIS R BN, AR30x
ESH k=20, P {E AR Femi Y 20 MFIEANER 2 Fi7R .

F2 Filter RBIBFAEG

Table 2  Filter key features combination

i g PAE | HEA FEESTS PE
1 Q5 085 [ 11 Q2 0.64
2 Q7 0.84 | 12 Q3 0.62
3 Q1 079 | 13 Q34 0.59
4 Q13 077 | 14 Q16 0.58
5 Q4 074 | 15 Q10 0.53
6 Q24 074 | 16 Q39 0.48
7 Q12 073 | 17 Q8 0.35
8 Q17 0.70 | 18 Q15 0.31
9 Q6 0.66 | 19 Q30 0.28
10 Q27 0.65 | 20 Q40 0.28
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Table 3 Wrapper key features combination

He# FREgS | HEE FREG S
1 Q5 u Q15
2 Q13 12 Q17
3 Q4 13 Q31
4 Q16 14 Q22
5 Q23 15 Q27
& Q40 16 Q12
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7 Q9 17 Q33
8 Q39 18 Q6
9 Q7 19 Q3
10 Q2 20 Q11
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Relief (E, m, T)

Separate E into E+= {positive instances}and E-=
{negative instances};
S=(0, 0, ...,0);
Fori=1to m;
Pick at random an instance HEE;
Pick at random one of the positive instances
closest to H, X+eE+;
Pick at random one of the negative instances
closest to H, X-€E-;
if (X is a positive instance);
then Near-hit= X+; Near-miss= X-;
else Near-hit= X—; Near-miss= X+;
update-weight (S, H, Near-hit, Near-miss);
Relevance=(1/m) S;
Fori=1to N;
if (relevance;>t);
then f; is a relevant feature;
else f; is an irrelevant feature;
update-weight (S, H, Near-hit, Near-miss);
Fori=1to N;
Si= S; — diff(h;, near-hit;)*+diff(h;,near-miss;)*:

End.
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Fig.2 Improved Relief algorithm
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Table 4 Improved Relief key features combination
H4 FeEgs AR | 4 RFHERS LA
1 Q5 1 11 Q36 0.61
2 Q1 0.98 12 Q9 0.57
3 Q13 0.92 13 Q34 0.53
4 Q7 0.87 14 Q16 0.44
5 Q22 0.85 15 Q27 0.40
6 Q18 0.81 16 Q4 0.38
7 Q9 0.80 17 Q20 0.34
8 Q17 0.75 18 Q11 0.27
9 Q12 0.72 19 Q2 0.22
10 Q24 0.69 20 Q6 0.09




6 Computer Engineering and Applications #HE¥H. T2 5 M F

1.4 SEE
RERFAE LR it B SRR A N 22K

AR A o A SCRERILE Sy 282 TP 1] C5.0 PRSI R 43
Jedv, C5.0 LI ER By T R BEAE S iff s 43 308
R EIE K . s B—DHALS, Hird
e Ak ¥, freq(c,,s) Fns HIET C KM
BEAHL, |s| FRREARSEA s IBEAR. MRS s 1Y
F R E SCHE(3):

Info(s) = -Y ((freq(C,,s)/ s -
xlog,(freq(C,.s)/|s])
R EMNEAET , A K,
FIAJG &R E LR (4) :
Info(T) = -¥ L((Ti|/ [T]x info(T,)) (@)
JEPEAE R T ARG B 45 LA (5):
Gain(T) = Info(S) — Info(T) (5)
Bifi 2 TR SRR 1 2E K, BRR 2 A YT a5 T AR B %
PEFRE LA MEIE, SHBEEIE S, TR ER
B SRy, SR Post-Pruning {22 IS S ) B 2 8T
Kz o — MR 2 PO E A TA 5, {H C5.0 43
FEHEH Tt B S X R AT, EEAEIIZR
AR AR TR ZE . EPATRCRE RN ATy kAT T
2ieitt, SR H Boosting 5 AU M B MERR 2, T
B, A NAERIRR D

& P AE T

2 WSS
2.1 HEK
S R LT B TR I U A PR AT

M Alexa W 35HES BT 60000 2538044 1E R A5 248
%4, M DGA Domain List, Malware Domain List Al
360 S5 W B4 P IR IR 3 60000 2% B
WANEN GRS, I T BRI R o s v
FATPE, Bkl A SR EEAEH#TEIF, 3
120000 %%, HEHCH ' 80000 454 sl il 2 kit
40000 Z&AE A K o

2.2 SEIOIfEE
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Table 5 Experimental environment
TF RS 24
AEPRZS  i9-10850K (4% 4.70GHzZ)
GPU RTX3080 10GB
WA 16GB
BAMEZRSE Windows 10 2004(64 1i7)
IDE Pycharm. RStudio
FRER Python3.8. R-4.0.3

2.3 EEENERE

fdi 1173 9] % (Recall) . #:% % (Accuracy Rate, AR) .
s 4% (False Negative Rate, FNR). %3 (False Pos-
itive Rate, FPR) . ## #fj % (Precision Rate, PR) fll
AUC(Area Under Curve)™ sk pEA5 A SCH2 HY i RF-C5 45
RIYE G A R B i PERE . PN HEAR I8 56 T 5L 00 2%
SETRE R A
2.4 PUHERY Relief BEIERMR WM
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Vector Machine, SVM ). K it 4B 75 ( K-Nearest
Neighbor,KNN ). Ffi#L##k ( Random Forest, RF ), C4.5
il C5.0 LA EAR A, 38 SURIEA RUAS IR .
Pl 3-8 5 43 il 2 = RFAE R A 1 DG SRR A5 A
NP W oalll

Bl 3 Filter FMEA SRR

Fig.3 Filter feature combination detection results
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Fig.4 Wrapper feature combination detection results
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Fig.5 Improved Relief feature combination detection results

H & 3-& 5 Al I B A Y, 2 i) Relief
BRI P RRIEAL G, R R R IR A A
[72% (Recall ), ¥ ( Precision ) f1 AUC 1 =/~ 7
THI#R5R T Filter AHC R E02: M Wrapper 38 9 FFETH BR
o BIVRACHER) Relief 5300 SRR A9 126 455 5 M
FRERS T M A B 5 0 28 DI B B 3 AR RRAIE o
2.5 C5.0 9> AB/BRITAH

kb Relief #7515 SVM, KNN. RF, #h&
DUy (Naive Bayesian, NB). £k Al (Linear Re-
gression, LiR). ##&[nl-(Logistic Regression, LoR)LA
K C5.0 LIS INE S, HE RE-SYM,
Rf-KNN. Rf-RF, Rf-NB. Rf-LiR, Rf-LoR HI Rf-C5
AL, AR [F] 53 28 5ol iy Relief FASS G2 )5
TEBA 726 T HRUR

A AL A 2RI 40 4E42JR) URL H#AIE,

B CE T R Relief SRAFVERZ TR, fr i By
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Table 6 Comparison of detection performance of seven models
(A7)

}ﬂ

AR/% PR/% FNR/% FPR/%

Rf-C5 98.79  97.33 1.01 2.19
Rf-NB 9489 93.77 3.28 2.90
Rf-SVM  93.82  96.74 4.28 3.44
Rf-LiR 9420 94.12 3.13 3.45
Rf-LoR  97.45 97.01 1.84 2.73
Rf-RF 96.72  93.39 3.72 5.16

Rf-KNN ~ 93.91  95.07 2.41 4.22

2 6 AT LA 1, 1 C5.0 43245 5k 1 Relief
TG, FEATHEAR N0 LA B RAFIRCR .
Horp, 7EMERER )T H, C5.0 ML SVM., KNN., NB Al
LiR AL# W 5 ; 7EAEHA )51, C5.0 4L NB. LiR F
RF B3 ; #Elwdio® /7 1H, C5.0 fHLL NB. SVM,
LiR il RF {3 & 5 7Ei%4% 71, C5.0 ALk RF A
KNN {38 2.

2.6 Rf-C5 HREZAWRITMH

AT B UE Rf-C5 W B I KA A 255 1 fig
TEAH R SCI AR T 43 SRA i I Ah A A5 2
MR R AR L 43500 Ry SCHR [20] 3 T35 SCERAR AN
TR~ 27 I R B4 R ARE 78 | SCiik[21]36F N-grams
FBEAL AR 0 B 4 K AR | Sciik[22]3% T ik
SERFm AL R A KA RY | SCER[23] 3 TR
PHZ ML CNN P B4 R AR, ol AR ] ) %)
e, SASCERB A KSR TR g, HAk
RN 5 PR

F£7 AMEREEEHE

Table 7 Performance comparison of five algorithms

Krsisk SRS HEFRI%
SCHR[20] 24.48 94.89
3CHk[21] 36.89 94.62
Ciik[22] 42.24 97.21
SCHR[23] 23.74 93.88

AR 9.21 98.79
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