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Security and Efficient Authentication Scheme for Mobile Edge

Computing
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(School of Computer and Communication, Lanzhou University of Technology, Lanzhou 730000, China)

Abstract: Aiming at the problems of low computing power and limited storage capacity of mobile terminals, a
lightweight identity authentication protocol suitable for mobile edge computing environments is proposed. The
protocol combines cryptography with physical layer security protection technology, uses a symmetric cryptosystem
to reduce the computational complexity of the mobile terminal in the authentication process, and completes the
communication between the mobile terminal and the edge server with a small amount of calculation and low
information storage. Mutual authentication and key negotiation, and mobile terminals can roam randomly in the
mobile edge computing environment with only one registration. Security analysis shows that the protocol satisfies
the security features of forward security, anti-replay attacks, and anti-man-in-the-middle attacks. Simulation shows
that, compared with other authentication schemes, this scheme has better performance advantages in terms of
communication and calculation costs.
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